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NEW QUESTION: 1
A security administrator wants to perform routine tests on the network during working hours
when certain
applications are being accessed by the most people. Which of the following would allow the
security
administrator to test the lack of security controls for those applications with the least impact to
the system?
A. Load testing
B. Penetration test
C. Port scanner
D. Vulnerability scan
Answer: D
Explanation:
Section: Threats and Vulnerabilities
Explanation/Reference:
Explanation:
A vulnerability scan is the process of scanning the network and/or I.T. infrastructure for threats
and
vulnerabilities. The threats and vulnerabilities are then evaluated in a risk assessment and the
necessary
actions taken to resolve and vulnerabilities. A vulnerability scan scans for known weaknesses
such as
missing patches or security updates.
A vulnerability scan is the automated process of proactively identifying security vulnerabilities
of computing
systems in a network in order to determine if and where a system can be exploited and/or
threatened.
While public servers are important for communication and data transfer over the Internet, they

open the
door to potential security breaches by threat agents, such as malicious hackers.
Vulnerability scanning employs software that seeks out security flaws based on a database of
known
flaws, testing systems for the occurrence of these flaws and generating a report of the findings
that an
individual or an enterprise can use to tighten the network's security.

NEW QUESTION: 2
Your network contains an Active Directory domain named contoso.com. The domain contains
an application server named Server1. Server1 runs Windows Server 2012 R2. You have a client
application named App1 that communicates to Server1 by using dynamic TCP ports.
On Server1, a technician runs the following command: New-NetFirewallRule -DisplayName
AllowDynamic - Direction Outbound -LocalPort 1024- 65535 -Protocol TCP.
Users report that they can no longer connect to Server1 by using App1.
You need to ensure that App1 can connect to Server1.
What should you run on Server1?
A. netsh advfirewall firewall set rule name=allowdynamic new action = allow
B. netsh advfirewall firewall add rule name=allowdynamic action=allow
C. Set-NetFirewallRule -DisplayName AllowDynamic -Direction Inbound
D. Set-NetFirewallRule -DisplayName AllowDynamic -Action Allow
Answer: C

NEW QUESTION: 3
What is the MOST potentially damaging effect of exercising in a humid area known to have high
levels of
airborne pollutants?
A. Irritation of airways
B. Peripheral vasodilation
C. Generalized vasoconstriction
D. Impaired evaporation
Answer: D
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